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Information Security Past
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Information Security Future
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Ad Hoc Defense
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A More Secure Alternative
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Trusted Clients

cLVENTg Security Built In

= Trusted Platform
Module (TPM)

= Mobile Trusted Module
(MTM)

Features
= Authentication

= Encryption
= Attestation
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Trusted Servers

Security Built In

= Trusted Platform
Module (TPM)

= Secure Virtualization

= Secure Cloud
Features

= Authentication

= Encryption
= Attestation
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Trusted Storage

Security Built In

= Self Encrypting Drive
(SED)

Features
= Encryption
= Authentication
= Secure Erasure
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Trusted Networks

Security Built In & Coordinated

= Trusted Network Connect
(TNC)

Features
= Authenticate
= Health Check

= Behavior Monitor

= Enforce

TRUSTED
COMPUTING GROUP* Copyright© 2011 Trusted Computing Group - Other names and brands are properties of their respective owners. Slide #11



Coordinated Security

Share

= Who, What, When,
Where, Privileges

= Threats
= Policies

= Cooperative
Defense
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All Through Open Standards
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Benefits

e ol Stronger security
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Benefits

Management Dedisi
Sy Point

Faster Response
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Benefits

e o, More flexibility

Q’/ @ c\'\ENTs

Wireless Firewalls
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Benefits

= = Single security policy
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Benefits

e o, Product choice
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Typical IF-MAP Graph
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Through Open Standards
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For More Information

Trusted Computing Group (TCG)

http://www.trustedcomputinggroup.org
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